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Introduction
Augmented reality (AR) and virtual reality (VR) have been emerging technologies for the
last 50-years [1], [2]. However, with the more recent advancements in computer processing
speeds and wireless networking, the opportunity to commercialize the technology has grown.
Markets for augmented reality and virtual reality are appearing in many different industries but
great strides have been addressed in manufacturing, healthcare and networking (including
network engineering). Through the exploration of the industries and their latest applications, the
opportunities and challenges for the future of AR and VR become clearer. This report examines
growing trends in the aforementioned industries. In manufacturing, the growth and
implementation of VR training programs to use in training and prototyping have become more
prominent [3], [4]. Additionally, as a part of manufacturing, we specifically see utilizations in the
design, simulation, and testing of different automobile and machine models.
Just like manufacturing, the healthcare industry is utilizing VR for training purposes. Like
simulation in manufacturing, healthcare practitioners may be surgically trained in a virtual
environment to save on resources. Other simulations include combining VR experiences with
artificial intelligence (AI) and machine learning (ML) to interact with a fictional dementia
patient in order to train practitioners on how to successfully interact with real-world patients [5].
Finally, AR solutions have been utilized in the networking and network engineering
roles. With so many different responsibilities in the industry, the opportunities to implement the
technology have increased to facilitate a growing wage gap. For example, mobile augmented
reality (MAR) technologies are being used in virtual redlining systems to enable in-the-field
engineers to quickly see and understand the placement of their infrastructure. MAR technologies
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are also being used in the management of data centers across the country. In this scenario, a user
my use their mobile device to discover and quickly address security concerns in a data center [6].
The future of VR and AR is growing as the implementation of new wireless networking
technologies proposes to greatly reduce any latency and bandwidth errors that exist now. Fifthgeneration wireless (5G) will introduce greater networking speeds and improved data
transmissions, opening the door for many industries to truly take advantage of the technology.
More so, entirely different protocols, such as “named data networking,” [7] have been proposed
to create more robust AR and VR environments.
The History of Virtual Reality
The advent of virtual reality is not new. The
idea of creating more vivid and realistic ways to
experience different sights, sounds, and feelings has
been popular for a long time. Paintings sought to
capture reality or create lasting records of people or
places. One of the first examples of a simplified
version of virtual reality is the stereograph. It consists
of a viewing apparatus that allows a pair of pictures to
Figure 1: Stereoscope, ca. 1990m with Stereograph no. 23
from Rome through the Stereoscope (1902), 'Sanctuary and
Home of Art and Piety – Pantheon! Pride of Rome'

be placed in front of the eyes. When the two pictures
have slight differences, it creates the illusion of a
three-dimensional object, thus enhancing the realism

of the photograph [8]. This works off the simple principle that our eyes see two separate images
as we look at things. The stereograph mimics this and was one of the first major breakthroughs
that lead to today’s virtual reality devices.
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The second major use of a simulated environment was in 1929 when the first flight
simulator was created by Edwin Albert Link who created a model of an airplane using leftover
parts from his father's piano company and was able to create a flight simulator. Initially, the
flight simulator was used as a popular ride at amusement parks before finally being adopted as a
flight simulator by the United States Army Air Corps. “More than 500,000 U.S pilots were
trained on Link simulators, many of them at the NAS Fort Lauderdale” [9]. The device itself was
attached to a base that allowed for turning, tilting and even bouncing. The effects were controlled
by an operator that sat to the side. They were able to simulate turbulence and had blocked out the
canopy and only communicated via radio signals to fully immerse the user in the actions of
flying a plane. The device worked by operating vacuum valves that were in the base. These
valves were connected to the controls of the plane and would mimic the operations that the pilot
would take.
The next advancement in VR came from an often-overlooked invention, “the telesphere
mask.” The patent information on this device is complex and seems to stretch much further than
what seems possible even today. The device is the first recorded use of a head-mounted display
(HMD). Some of its many features include video provided by television tubes that are bent by a
series of lenses to provide the sensation of peripheral vision. Audio is provided by adjustable
earphones and an apparatus that can blow air of varying speeds and contain different smells is
used to stimulate the senses to an even greater extent [10]. This very closely resembles modern
headgear discounting the wind and smell effects. Again, we can see the use of two separate
images to create these effects in moving pictures (Figure 2).
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Figure 2 – Stereoscopic-television apparatus for individual use. Morton L Hellig US Patent Office

The next advancement was again created by Morton Heilig. Rather than a head-mounted
display he created a viewing box for cinema. The device again had the features of video, audio,
and wind speeds for scent [11]. The new addition to the list of features is in the ability for the
seat to vibrate and move in response to the timing of the movie being shown. Heilig then
produced, shot and edited several short films that allowed the user to experience what was
depicted in the movie.
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One of the largest advancements before the systems used today was created by VPL
Research Inc. Their creation of the EyePhone and Data Glove systems are closely comparable to
modern VR equipment. Jaron Lanier, the founder of VPL Research is also credited for giving
virtual reality its name. The EyePhone system consists of a headset and a pair of gloves. It uses
motion tracking and allows users to interact with objects in the virtual environment by using the
gloves to make motions with their hands. The device also used tracking to determine the facial
expressions of the user to better relay themselves into the virtual world. The gloves themselves
are the biggest part of the advancement with the technology. The gloves have sensors in them
and allow the user to feel if they are touching something in virtual reality. This is an example of
well used haptic feedback along with all of the previous mentioned additions. The major issues
of this technology come in its frame rate speeds and cost. The frame rates of rendered objects at
the time were only in the five to six frames per second and the price tag for the system was over
a quarter of a million dollars [12].
Virtual Reality Today
The core components of a modern-day VR system are relatively unchanged through the
many different methods used to create virtual environments in the past. Today, they continue to
simulate one or more of the user’s senses and allow them to perceive an environment or objects
that are rendered by a computer. Sight sound and touch are replicated and made to simulate
actions that are taken in the physical world to display changes in the virtual world. Visual feeds
change depending on where the virtual user is in the environment as well as where they are
facing. Audio operates in the same way, changing its volume and location via surround sound as
the position of the virtual source of the sound changes relative to the virtual user. Virtual reality
headsets are only one of many ways in which virtual reality can be experienced. Modern-day
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headsets are HMD systems that are built with enabled motion tracking to measure the position of
the user’s head to ensure that the sensory outputs to the user may be changed [13]. Phones and
other mobile devices are also able to be used as virtual reality devices though they lack some of
the specific sensory outputs. As the technology to use and experience virtual reality
environments becomes more affordable it is more likely to see a greater use in many different
sections of business.
Virtual Reality Applications in Manufacturing
Virtual and augmented reality have a very wide variety of uses in any industry. In
particular, the manufacturing and design industries are already seeing more increased use of the
technology. Virtual reality enables the creation of parts, components and new designs without
having to actually take and physically create the components. This gives leaders and designers
the opportunity to examine the finished prototype immediately after the design stage of the
manufacturing process.
Virtual reality creates a new layer of flexibility within manufacturing that allows for
more dynamic changes and improvements that can speed up the overall process of design. The
technology to create these complex systems is expensive. But the overall price of VR is falling
rapidly as it has been since the technology was first released. What was once the domain of
Fortune 500 companies alone is now moving through many different levels of manufacturing
companies.
The advent of design aided by computers is nothing new. Computer Aided Design (CAD)
has been around and has helped give birth to a much faster process of design and creation. With
VR however, these designed components can be manipulated and viewed more naturally. In
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addition, the components can be swapped in real time on a finished product at the wave of a hand
rather than an extensive replacement procedure.
Simulations can be run on products incorporating many different numbers of these
components. This provides designers with a comprehensive look into the design and can provide
a better understanding of any existing flaws or errors via the interaction of objects. This could be
as simple as a discovering why a small gear is not turning perfectly or as complex as
understanding why the curvature on the outer part of a spaceship is not able to handle
atmospheric reentry. A step-by-step manufacturing processes allows human designs to act
merely as inputs into an established system via VR environments.
1. An engineer uses a CAS (Computer Assisted Software) program to create models of the
many different components that are required to create a device.
2. Once all of the separate components are created, simulations are run on the components,
while changing their materiel.
3. The schematics are sent to a completed design that can be reviewed by the engineers, or
any one as a three-dimensional model.
4. These schematics are then translated and sent to the machines that actually create the
physical parts.
5. The components are assembled into a working prototype [14].
The biggest advantage of using VR to assist in the design and creation comes from the ability
to make changes more rapidly and dynamically to better create the proposed device in real time.
This advantage can be seen in the creation of cars and motorcycles, where engineers and
manufacturers are able to swap components, such as an engine, muffler tank or handlebars, and
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customize to show hundreds of different prototypes to a client with the ability to mix and match
parts that are similar in dimension.
Three Components of VR in Design and Manufacturing – Design
Virtual reality has three main uses in the design and manufacturing industries. All three
of these uses are intended to decrease the time that it takes to complete one cycle of the design
and manufacturing process.
The first of these three lies in the design phase. Virtual reality provides the opportunity
for clients or customers to view the final product before it is physically manufactured as a
prototype. With a traditional physical model, making changes to better satisfy customer
requirements is time consuming and resource heavy. This is where VR can be used to represent a
model of a project. Virtual reality models can be edited more quickly and easily allow the
customer to give feedback and change requests.
A method has been created to put these processes to use. The process works by creating
and storing parts and assembly data within the product data management system, creating CAD
models of the parts, and by creating the parameters of the models. The data is then converted to
Tessellated Graphics Models and position matrices. Tessellation is the creation and rendering of
a polygonal model of an object that enables complex shapes to be created from simple polygons.
This allows a sphere to be created from a simple polygon square. Tessellation is primarily used
in dynamic rendering where size and position can be changed based on distance or lighting. The
position matrices control the position of the individual tessellations present on the model as well
as the model’s different component’s position to one another. The models are then placed into an
assembly hierarchy and geometric constraints are placed on the models. The models are then
loaded into the virtual environment. Once the models are loaded into the virtual environment,
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they are intractable, have collision detection and provide haptic feedback [15]. The figure below
provides a chart that simplifies the process of part idea to virtual model (Figure 3).

Figure 3 – A.-A. M. Abdulrahman, M. H. Abidi, A. Ahmad, and S. Darmoul, “Advances in Mechanical
Engineering,” Development of a virtual manufacturing assembly simulation system, vol. 8, no. 3, 2016.

Three Components of VR in Design and Manufacturing – Simulation
The second wide-scale use that VR provides for manufacturing is “simulation.”
Simulation, as defined in manufacturing, is the production of a computer-based model used
specifically for the purpose of a study. Computer-based simulation allows manufacturers to test
the physical properties of rendered objects rather than creating physical models and subjecting
each model to each test. This process can be used to test aerodynamics, malleability, stress
testing and other attributes of virtual models. Automobile companies can use this technology to
crash test their automobiles to test for safety and material standards. Using this as a replacement
for conventional testing, manufacturers are able to save both the time and money cost associated
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with building and crashing test models. Instead, the test can be performed hundreds or thousands
of times within a fully interactable 3D virtual environment (Figure 4), that tracks the positions of
breaks and allows designers to quickly and easily see flaws. In addition to the increased number
of tests that can be performed using this method, changes can be implemented much more
quickly. As soon as a new design for a part is complete it can be loaded into the simulation for
testing. Another advantage of this technology is in its ability to allow materials to be changed
simply and easily. Instead of creating the same part many times with different materials, the
same test can be performed with all of the materials as bases. The largest advantage of these
types of tests is the ability to have a steadier control. Since the parameters of the virtual
environment are simulated, the settings can be easily controlled for the purposes of lab testing.
This also allows different environments, obstacles, and points of impact to be testing in
coordination with one another to further ensure the safety of the driver in many different
conditions [16].

Figure 4 – Amarendra Joshi “Making Cars Safer with Oracle Cloud Infrastructure and Altair Radioss” June 11, 2019
https://blogs.oracle.com/cloud-infrastructure/making-cars-safer-with-oracle-cloud-infrastructure-and-altair-radioss

Three Components of VR in Design and Manufacturing – Remote Operations
One of the simplest uses of VR is in the realm of remote operations which refers to the
ability to remotely exist and operate within another physical environment. Specifically, for
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manufacturing this would give employees the ability to operate robotic equipment using human
intelligence. Robotic manufacturing has been in the realm of reality for many years. However,
many processes may still require the knowledge, experience, or problem-solving expertise of a
human. Remote operations can help to alleviate this issue. If an accident or incident happens
along a portion of an automated line, the line must be repaired and restarted. Using remote
operation via VR allows the automated machines to be remoted into by humans, allowing for
faster cleanup if the manufactured materials are too heavy or otherwise too dangerous for
humans to interact with. This also allows for the idea that in the case of an emergency, or other
dangerous situations, remote operation could be used to prevent human casualties. For instance, a
robotic proxy at a steel mill could be used to mitigate a possible disaster or allow for faster
recovery. In addition to the safety benefits, there are situations in which there is a shortage of
specialists that can properly perform a specific task. These situations could be better managed
using a single user that can remote into multiple sites and perform the task remotely. This would
save both time and travel resources, allowing the specialist to accomplish more iterations of their
specialized tasks, and creating more flexibility for the manufacturer [17].
This technology in VR is still in its infancy. Recently an experiment was performed using
current consumer virtual reality systems. The design of the experiment was to compare the
accuracy and efficiency of the created system using a “homunculus model” for operation against
algorithms designed to perform the same actions. The homunculus model places the virtual user
inside a control room with multiple displays that show operable devices from multiple angles
(Figure 5).
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Figure 5 – J. I. Lipton, A. J. Fay and D. Rus, "Baxter's Homunculus: Virtual Reality Spaces for Teleoperation in
Manufacturing," in IEEE Robotics and Automation Letters, vol. 3, no. 1, pp. 179-186, Jan. 2018. doi:
10.1109/LRA.2017.2737046

Using these systems, users were asked to perform a series of tasks such as picking up,
moving, sliding, handing off, or placing different types of objects. These tests were chosen to be
focused on assembly pick-and-place operations. When researchers used additional in-hand
object localization (IOL) with the automation software, they saw an increase in successful
assembly by 25 percent. This compared to the 100 percent that the teleoperated VR system was
able to achieve. In addition to the success rate, the time required for each method to finish
assembly was similar. This test helps to prove that VR teleoperations are possible and can be
leveraged to assist with the manufacturing process [18].
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Training in Virtual Reality
Training in virtual reality is a great use of the simulated environment it can provide.
Training new workers in the correct steps and procedures to follow can be expensive if they are
working with high price materials that do not allow for many mistakes. In addition to the cost
associated with failed products, there may also be an issue of safety in some circumstances.
Virtual reality can be used as a stand in for these types of training. Using a VR methods can help
reduce risks both safety and cost.
An assessment of training in virtual environments comparatively to classical training was
created to compare the two methods of learning with one another [15]. The assessment was
created using a “learning by doing” model for the virtual reality portions. The assessment
included user-based studies that had a number of participants learn how to assemble different
products. Their findings concluded that users who trained within the VR system performed fewer
errors and took less time during actual product assembly when compared against traditional or
baseline training groups. The largest issue found during this study was that the time spent
training the participants in a virtual environment was much longer than the baseline group. This
study helps to provide reason to implement virtual reality training in some circumstances, where
the number of errors made during assembly must be reduced to a minimum (Figure 6).
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Figure 6 – Mustufa Haider Abidi,Abdulrahman Al-AhmariAli AhmadWadea AmeenHisham Alkhalefah “Assessment of virtual
reality-based manufacturing assembly training system” 16 May 2019 https://link.springer.com/article/10.1007/s00170-01903801-3#Fig9

Virtual Reality in the Healthcare Industry
When determining the functionality and uses of reality altering technology within the
healthcare industry, we must first understand the main problems associated with the industry
needing to be solved by the technology. Due to the nature of health training, little can be done to
properly train healthcare professionals and students on matters such as disaster, as mass causality
incidents occur fairly infrequently; however, it is essential to establish a response team filled
with well-trained personnel. Virtual reality has emerged as a tool to train these first responders
and healthcare practitioners [19]. This makes sense due to the nature of disasters not occurring
frequently enough to have adequate real-world experience with such matters, however the need
to understand this is no less critical despite its infrequency. Disaster training is not the only issue
this technology is attempting to solve as it has begun implementation into a variety of
educational forms for the industry, including patient communication and anatomical research.
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A key implementation of this technology into the education will most likely need to follow
the theory of situated cognition. The theory of situated cognition is based on three concepts:
embodiment, embeddedness, and extension which is better described in the Ace Star Model
(Figure 7).

Figure 7 – S. L. Farra, E. T. Miller, and E. Hodgson, “Virtual reality disaster training: Translation to practice,” Nurse
Education in Practice, vol. 15, no. 1, pp. 53–57, 2015.

Looking at the Ace Star Model we can see the step-by-step process for more effective
learning utilizing VR. We see that there exists a parallel between learning skills normally with
receiving feedback and make sure that concept can be repeated with this Ace Star Model. The
important part is realizing that the altering reality technology is not the key aspect of the
education and merely a tool to further improve the process of learning in these scenarios of
health education. Due to the importance of this we will be looking at this model in determining
the effectiveness the how VR is being used in a variety of educational uses that will be looking at
[Ibid].
Another use for VR in the healthcare industry is the usage as tool in surgery. This method
is fairly new and in the initial forms of testing, but it can allow surgeons to see the makeup of a
brain without the need to physically cut open the skull. Instead, a digital 3D model is created and
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referenced. These models are created with the help of magnetic resonance imaging (MRI) to
create accurate 2D images that are then overlaid on each other until the 3D model is formed. This
technique of creating models from MRI scans can be used to further develop all programs within
the healthcare field and allow for highly accurate renditions of anatomical models, allowing a
user to fully experience the human (or patients) body prior to surgery [20].
Healthcare Education: Anatomy
The use of reality altering technology within the use of anatomical research and
education like many for the industry is a relatively new thing, and is still making its initial strides
as a reasonable tool in the development of education. We can see this in the initial research and
applications being developed for use, such as the test performed by Santiago Izard and his team.
Izard created a testing simulation that utilizes a stereoscopic vision system to be used with 3D
goggles for the resembling of a human skull [21]. Using the pieces within the space to resemble
the 3D model allows for an observer to see how the skull can be put together as well as the
anatomical structure of the skull first hand which allows for the observer’s cognition to be fixed
onto the content. While their cognition is within the simulation, they utilize a remote to put the
skull together, which can be seen in Figure 8. While
in the simulation they would see the pieces of the
skull and use the remote to put it back together, as
seen in Figure 9 The importance of this is the fact
that a human skull is rarely always broken up for a
student to put back together in a normal clinical
Figure 8 – S. G. Izard, J. A. J. Méndez, and P. R.
Palomera, “Virtual Reality Educational Tool for Human
Anatomy,” Journal of Medical Systems, vol. 41, no. 5,
2017.

environment, and looking at a book in a 2D space
is not accurate when working on human beings.
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Figure 9 – S. G. Izard, J. A. J. Méndez, and P. R. Palomera, “Virtual Reality Educational Tool for Human Anatomy,” Journal of
Medical Systems, vol. 41, no. 5, 2017.

While the program created by Izard and his team does show that stereoscopic goggles can
be utilized in the creation of reality altering programs, it is not something that many users within
the field of health sciences are currently using. This is due to the increased cost in producing the
programs for stereoscopic goggles. Although the initial program used to create many of them are
free in Unity and Unreal graphics engines, the cost of development and testing the application
often outweigh the benefits of creating it in the first place. Despite this, the creation of the
program allows for an individual to work in a social and physical environment, meaning that it
has passed through all portions of the Ace Star Model.
Healthcare Education: Disaster Training
The importance of disaster training is crucial to the success of saving lives in that
environment, however due to their infrequency it makes it difficult to properly train medical
students through real-life examples [22]. This is a primary reason why virtual and augmented
reality is currently being used and is an avenue for development in terms of program creation for
medical simulations. The major issue surrounding these applications however, is that, “most
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previously implemented VR environments have been tailored to a single application or situation
and have not been designed in a way that facilitates modifiability and adaptability to new
settings” [23]. This is an issue as there exists a plethora of problems that can occur and result in a
disaster, all of which is different depending on the area of the incident or individuals harmed
within the incident as one treats corpulent or paraparetic patients differently than your average
person. Due to the variation in these variables, creating a variety of simulations is crucial to
providing an accurate training scenario for a healthcare student. These issues exist not only to
show the needs necessary for a patient medically but the ability to communicate in these
environments, no matter how shocking or traumatic. The ability to properly communicate with
patients has now become an essential skill in medical training, and students will oftentimes find
themselves in roleplay environments where they are encouraged to improve their communication
skills [24]. From this we can see that the need to develop communication skills is important
when dealing in healthcare and when dealing with patients in critical stats from disasters. Virtual
reality applications are currently being developed in order to provide a more accurate and
beneficial simulation for the user (the trainee), and to provide a more accurate reading and
understanding of these matters.
With the crucial need of VR training within disaster education, the possible successes are
revealed to be beneficial for the student in mind. However, there does exist a variety of issues
that have arisen when creating these scenarios that must be examined. Overall, patients and
practitioners had mixed reactions to the creation of VR doctor-avatar consolations. Overall, there
was a feeling of discomfort between the doctor and the virtual avatar, but feelings of empathy
and expectations of “right and wrong” appropriately emerged in the stimulated conversation
[24].
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We see from this finding, that despite the simulations having some effect, when introducing the
necessary human elements necessary for adequate healthcare skill development, that some users
were uncomfortable with the practice. We know this to be true when looking at Becton Loveless,
author of Study Skills Success Guide and editor for EducationCorner a site dedicated to the
advancement of education, in which he writes, “It is counterproductive to study for extended
hours at a time in an uncomfortable environment. For this reason, you should find a place to
study that is comfortable” [25]. This does make sense as the ability to learn can be impaired if it
is not the main focus of the user. Another issue that is arising is the cost of development of these
programs and ability to integrate them properly into existing training programs. Looking at
Sharon Farra’s article, “Virtual Reality disaster training: Translation to Practice,” she does agree
that, “VRS (Virtual Reality Systems) provides a realistic environment for instruction which
increases retention of learned knowledge of disaster training,” [19] however she later discusses,
“VRS may be costly and requires specialized training to develop… Hardware costs can range
from free - when repurposing existing computers - to several million dollars for specialized
display and motion tracking system.” This high cost of development of disaster training is an
issue to the need of varying 3D models and environments, programming appropriate behavior,
data collection, and animations – and a reason the program at the moment is not developed for
the long-term, although its importance and relevance point to the need for further development.
Healthcare Education: Communication
When looking at the applications currently developed for learning within the field of VR,
we have to look at the V.E.R.A program. The V.E.R.A program stands for validation, emotion,
reassure, activity; and was initially based on a patient named Vera Walsh [26]. The program was
initially created to provide a user with the ability to speak with and understand a person with
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dementia. The importance in speaking with someone with dementia is critical as dementia is an
ever-growing issue within the medical profession. The 3D model of VERA can be seen in Figure
10 and shows that it is currently running with stereoscopic goggles, phones, and tablets [5].

Figure 10 – Baily, Lance. “VERA Shows Us the Future of Healthcare Simulation Communications Training @IMSH2019: VR
Patients with AI.” HealthySimulation.com, 10 Apr. 2019, www.healthysimulation.com/17891/vera-vr-patients/.

The ability to speak with someone whose mind is deteriorating allows a user to
understand the issues that can plague them during patient interviews. For a healthcare
professional, it is important for them to communicate with the patient as there is only so much
that lab results can tell them. A patient is going to be the one dictating where a doctor is going to
look at first or what tests they are going to run on the patient. While VERA is currently in
development for strictly dementia, it does have the potential and the ability to be further
developed to create different communication boundaries in order for testing such as autism and
those on the spectrum.
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Healthcare: Surgical Training
When looking at and discussing the uses of VR, we will need to look at some of the most
cutting-edge technology in order to get a grasp on where it is headed. With healthcare being a
very real-world thing that affects everyone, it is important that the tools used in the healthcare
practices are accurate and won’t cause issues for the real-world patient. Due to this, homunculus
projects are nowhere near to being implemented; instead we use VR to get a better understanding
of surgery and how to help reduce any risks that are done by human surgeons.
One way this is being done is with the create of 3D models that are specific to a particular
patient. These models are created by using 2D MRI scans to create a 3D model of the brain [27].
We can see in Figure 11 of how it overlays the MRI images, and what three-dimensional image
is created from the process.

Figure 11 – “Virtual Surgical Planning: Surgical Theater,” Medical Virtual Reality. [Online]. Available:
https://www.surgicaltheater.net/. [Accessed: 25-Nov-2019].
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This innovation comes from the Intel Surgical Theatre Project, a group that is helping
surgeons create these 3D models to help patients that have brain tumors and other brain
anomalies that cannot be properly removed without some issue if an error were to occur. In order
to reduce that chances of these errors for the surgeries, surgeons would have the ability to
practice the surgery prior to actually doing it on the patient. This could reduce the complications
due to the critical nature of brain surgery and help to reduce any issues that could result in
unnecessary death of the patient. Although the Intel Surgical Project is in its beginning stages,
this technology has the ability to create not only 3D models of the brain but all body parts [4].
The ability to practice the exact surgery without having the patient go through it could allow for
immense amounts of knowledge to be formed and allow for a new age of highly well-trained
surgeons. This new approach to surgical technology and preparation will allow for better, more
accurate surgeries to occur.
Another use of virtual reality in terms of surgical training comes from the creation and
implementation of VR Trainers. Prototypes of these trainers have been around for almost 30
years; however, these trainers have only existed to do simple tasks such as inserting catheters and
sewing veins together [28]. Due to these programs only being able to complete simple tasks the
cost of producing them has resulted in few being developed. This has changed over the years as
the technology has gotten cheaper. The increase in development for these surgical VR trainers
has allowed for more complications to be simulated in order to prepare students, psychologically,
for surgical tasks in a safe manner; as well give a student an objective score on their ability to
run the simulation. The increase in these smaller task simulations can allow for the basics to be
perfected for a student or surgeon.
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The uses of virtual reality have thus been explored by outlining solutions and potential
advancements in the manufacturing and healthcare industries. Augmented reality (AR) is a
similar technology to VR, but uses a slightly different technology to achieve different goals.
While AR is used in many different industries (including manufacturing and healthcare, also
entertainment) this segment of our research will explore its use cases in the engineering role as it
pertains to the maintaining and manipulation of computer networks.
History of Augmented Reality
Augmented reality (AR) has a long history, full of trials and tribulations that have led to
the technology that is used today. Different examples of visual displays and interactive interfaces
are apparent throughout history and the first example of what we now know as AR comes from
computer graphics pioneer, Ivan Sutherland. He and his students at Harvard developed the first
ever see-through HMD in the late 1960s, calling it the “Sword of Damocles,” referencing the
Greek tale of a king that sat under a sword suspended by a single horse hair to signify the
juxtaposition of power and fear [29]. Sutherland’s invention was suspended from the ceiling and
was connected to a large computer to utilize and early form of motion tracking.
The term “augmented reality” was first coined by Thomas P Caudell of Boeing in 1992.
Caudell, along with other scientists, were developing a system to assist humans in putting
together wiring harnesses [1]. By the late 1990s, the research field surrounding AR exploded and
started gaining attention for its own conferences, well-funded organizations, laboratories and
more. More recently, the ARToolKit has emerged, allowing researchers to easily develop their
own AR applications for research and recreation [30].
While technology has advanced, the key components needed to build an AR system have
remained the same. Today, most augmented reality systems utilize various hardware components
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to “combine real and virtual objects in a real environment, register real and virtual objects with
each other and run interactively, in three-dimensions, and in real time” [1]. Some mobile
augmented reality applications take advantage of different processors, GPS devices, cameras,
microphones and more to create interactive experiences. Smart phones paved the way for new
opportunities in augmented reality as the majority of hardware components needed to create the
experience came with the mobile device itself. This led to advancements in mobile augmented
reality (MAR), a format of AR that is widely used today for many different industries. This
format uses the previously mentioned sensor technologies to filter information from all
displaying simultaneously and only showing the user what is relevant based on their location or
need. The filtering and presentation of this information is known as “context awareness” [31].
Moreso, MAR applications are challenged to inform users about the privacy of their content and
employ familiar interactions to reduce the learning curve of using the system. This is often a
challenge with MAR applications for industries like networking.
With so many different moving components, AR requires more technological demands
than virtual reality. Most AR applications utilize a “video see-through” display, where, virtual
environments are replaced by a live video feed and AR elements are overlaid on the said feed to
create the illustration that virtual elements are interacting with real-world environments [32], [7].
This method is the cheapest and easiest to implement and is the most adaptable in terms of
modifying the visual objects to match the reality environment.
Now, researchers and engineers are developing new ways of utilizing augmented reality
both on a hardware and software level, developing new languages and protocols to transport the
large amounts of information to create beneficial experiences that come closer every day to
mirroring the real world. Challenges with AR have always been in the delivery of the
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information, not the creation of assets. Overlaying complex graphical assets onto real-time video
feed needs intense networking requirements. While wireless technologies can keep up,
applications suffer degradation, as latency and bandwidth complications persist. As technology
continues to advance, new uses for AR are emerging along with opportunities to improve the
technology itself.
AR Applications in Legacy and Emerging Network Engineering Responsibilities
“Network engineering” is a career focus that enables professionals to plan and implement
computer networks in physical and virtual environments. An individual working in the field will
have a variety of responsibilities depending on their specialization. Network engineers may
conduct more administrative work to ensure that networks are up-to-date with the proper
software, hardware, applications and protocols. Many network engineers work as “router
jockeys” to actually configure physical firewalls or the router switching capabilities of a network
in a data center environment. Some will conduct field work installing new lines for data
transmission in urban areas [33]. Network engineers may also be in charge of maintaining
network cybersecurity where updating firmware and even physical network equipment takes
place on a regular basis. These varied responsibilities and definitions lead to growing
opportunities to implement new technology solutions and expedite workflows within
the industry [3].
Opportunities to utilize AR in the network engineering industry are growing based on its
uses in similar and related industries such as civil engineering and electrical engineering. This
includes the use of hand-held AR devices for virtual redlining and underground infrastructure, a
service that is considered “x-ray vision” [34] to see different components collected from
geographic information systems (GIS) and geographic markup language (GML) and translated

26
into 3D representations on-screen. Additionally, research and product development for the uses
of AR in data center infrastructure management (DCIM) and cybersecurity operations
management, influence the ongoing investigations on the use of AR in the network engineering
industry. Principles of augmented reality applications in electrical engineering training can also
be adopted to various industries as a supplement or replacement for virtual and remote labs to
aide with training.
Augmented Reality Labs (ARL) Training
Laboratories are essential to learning in engineering – no matter the specific industry. In
these closed environments, individuals take time to learn the physical skills needed to operate
different types of machinery or electrical system that will ultimately play a role in their overall
understanding of the subject matter. Since the engineering requires in-depth hands-on learning to
gain proficiency, certification programs and schools will use remote labs (RL) and virtual labs
(VL) to enhance the learning opportunities for online and distance learning students. Normally,
laboratory models used in traditional engineering classrooms are expensive, as the cost of
building and maintain models for students to interact with adds up. Because of this, it has
become more difficult to provide unique training materials for individual students [3].
Traditional labs must comply with university schedules. Labs that take place in an RL or
VL environment are more applicable to online and distance education students, but still come
with challenges. For example, VL environments lack physical interaction between students and
the lab equipment itself, simply defeating the purpose of the training in the first place.
Augmented reality laboratories (ARL) can improve upon the aforementioned problems in
various ways. For instance, singular models in labs may be manipulated and used more than once
by more than one individual. In an ARL environment, visual elements are projects onto a
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physical environment via real-time video screen. These elements are not actually present in the
lab, but they appear to be from the student perspective, which allows the student to easily interact
with “physical elements” that aren’t actually there, while still maintaining the feeling of working
on the lab.
Augmented reality laboratories are run locally on computers that grant access to other
users via basic internet protocol (TCP/IP) through. This done via an application called
augmented reality for remote laboratories (ARRL). A real-time image that is captured via remote
IP camera in the physical lab will show the student the device that can be worked on. The student
is then able to interact with physically remote elements while still maintaining the feeling of
actually interacting with them (Figure 12). A communications and access-control server is used
to give students access to the lab computers that are physically connected to lab experiments [3].

Figure 12 – M. Borrero and A. Marquez., “A Pilot Study of the Effectiveness of Augmented Reality to Enhance the Use of
Remote Labs in Electrical Engineering Education.,” Journal of Science Education and Technology., Vol. 21, No.5., October
2012.
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Virtual Redlining and Underground Infrastructure
Redlining refers to the process that engineers take to manually mark and record on
printed paper or via 2D geographic information systems (GIS) where the utilities and
infrastructure of an urban environments are (oftentimes underground). Normally, utility
companies are in charge of the underground infrastructure that includes electric and
telecommunication lines.
More recently, to improve efficiency, companies have started to rely on GIS systems to manage
different assets. Redlining using these systems easily connects the office and field workers to
collaborate more closely on the planning and network inspection processes.
A new product has recently hit the engineering market that takes advantage of AR
technologies. Mobile augmented reality (MAR) equipment is being used to support “virtual
redlining,” a process in which real time protocol (RTP)/real time control protocol (RTCP),
utilizes user datagram protocol (UDP) as an alternative to transfer control protocol (TCP) to
visualize information – in this case, representations of electrical infrastructure underground. In
this case, UDP is the protocol of choice as the real-time applications that enable AR cannot
tolerate delays between sections or packets of information. With UDP, information is sent
regardless of the connection. The system views GIS annotations in real-time, in a specific
environment. Many professionals are actually beginning to call this “X-ray vision” Virtual
redlining tools work by exporting GIS content into Geography Markup Language (GML). Later,
this information is translated into a 3D file format on the scene-graph engine Scene graphs
organize data, commonly vector graphics, in a hierarchical way, ensuring that they are displayed
properly within the desired vehicle. Because of this, traditional redlining techniques may be
positioned into an augmented reality space and placed onto the “real world” for more efficient
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use. Clients can enforce different levels of detail within the AR environment, such as geometric
detail. A curved pipeline can be represented as a 3D tube, rather than just a flat line.
Additionally, the program can reference terrain data, to help calculate the appropriate depths for
different assets [34], [35].
Initial interviews were conducted to test the effectiveness of virtual redlining among
experienced field workers. These workers, “confirmed the high potential of AR for time savings
and error avoidance in tasks like construction instruction, outage management, and planning”
Some organizations view the virtual redlining tool as an opportunity to enhance the network
inspection process. By assigning icons as representations for a network status, the process is
expedited [35].
Data Center Infrastructure Management and Cybersecurity
Augmented reality technologies have recently been introduced in a different sector of
engineering that manages computer network architecture and organization while remaining
compliant with the latest security standards. These individuals work in data centers, where their
responsibilities are consistently growing.
Data centers are facilities where the sole responsibility is to manage a large amount of
data from different clients, organizations, and large companies. These data centers are
constructed in massive buildings, often hundreds of thousands of square feet large that are filled
with intense cooling systems to ensure that rows upon rows of data racks do not overheat.
Different types of engineers are responsible for managing these data centers. Data center
management refers to the role that authorized individuals take within a data center to check on a
variety of information technology issues [36]. This includes but is not limited to managing large
amounts of data from different organizations, protecting and securing data from theft or other
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attacks and participating in day-to-day operational activities. Network engineering and
cybersecurity are an incredibly complex industries; cybersecurity even requires especially highperformance computer data centers which allow for, “a highly cognitive workload environment
where information is rapidly generated, is exceedingly dynamic, and is vastly unpredictable.”
The global skills gap between individual’s understanding of these systems and the required
attention is translating to 1.8 million unfilled cybersecurity positions by 2022 [6].
Traditionally, engineers learn about these issues via the operations management
notification infrastructure (OMNI). OMNI ingests different sources of data and relays them to

Figure 13 – N. Sukhija, C. Haser and E. Bautista., “Employing Augmented Reality for Cybersecurity Operations in High Performance
Computing Environments.,” Association for Computing Machinery., August 2019., Accessed: October 2019.

workers in virtual systems. This includes system logs, statistics, weather station data, and more.
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OMNI is exceedingly complex (Figure 13) and is scalable based on specific needs within a data
center [37].
Now, companies are combining the OMNI systems with new AR devices to make
problem even more addressable for the workforce. Companies like Schneider Electric are
making problem solving easier for network engineers. As an engineer discovers a problem, he or
she will seek out the physical server tower before diagnosing the problem to senior level
management. Security analysts normally use two-dimensional security visualizations to make
sense of network data [38]. The applications proposed translates this information into a threedimensional environment. Augmented reality has the potential to provide directions for the
engineer by graphically highlighting the server and including vital information within the AR
environment. Moreover, the same system can present the server configuration, data and power
information -- and any other issues with energy or electricity that need to be closely monitored
(Figure 14).

Figure 14 – N. Sukhija, C. Haser and E. Bautista., “Employing Augmented Reality for Cybersecurity Operations in High
Performance Computing Environments.,” Association for Computing Machinery., August 2019., Accessed: October 2019.
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Sensors added to data center machines monitor information about the state of various
hardware components. Data from these sensors are translated in real-time and the OMNI systems
in place send notifications if any issues or failures are detected within the machines. This OMNI
notification then triggers the mobile AR (MAR) enabled device, such as a smartphone or tablet,
that are used by the various system administrators, engineers and cyber security specialists.
One investigated framework uses a variety of tools and programming languages to model objects
and animations inside an iOS AR application [36]. This is where the important information about
the system problem is displayed. Finally, the mapping of these physical systems in the AR
application are stored to help with the timely navigation of different components. For this
feature, a preliminary scanning of the entire building/environment may be required. After
scanning, graphical icons signify the different components within the AR user interface (UI) to
allow users to label everything from server racks, storage tapes, RAID servers, and connecting
rooms. As application usability seems fairly straightforward, the networking challenges of
mobile augmented reality are likely to cause problems until technology improves [7],[6].
The manipulation of 3D objects in a MAR environment has been studied extensively to create
positive human computer interaction models. Human computer interaction (HCI) refers to how
individuals navigate and manipulate virtual content. Virtual redlining and DCIM technologies
utilize forms of MAR that requires HCI considerations. Touch-based interaction, mid-air
gestures-based interaction, and device-based interaction are all three different examples of HCI
that is utilized in MAR applications [39].
Touch-based interaction takes advantage of inputs that users can physically interact with
by tapping on the screen of a MAR device. Mid-air gestures-based interactions tracks hand or
finger gestures that do not touch the screen of MAR device and encode these gestures as inputs
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for the system. Finally, device-based interaction allows users to manipulate the orientation of the
MAR device itself to generate inputs in the application. In the examples above, virtual redlining
and DCIM technologies both use touch-based interactions to manipulate 3D objects within the
program. Difficulties in the manipulation of 3D objects in a MAR environment have been
discovered to be overall accuracy, fatigue, position orientation, and the creation of a realistic AR
experience. However, one main issue related to the use of MAR technologies was speed, as it is
related to wireless networking [39], [40].
Mobile Augmented Reality Challenges and Outlook
As suggested by the examples above, mobile augmented reality (MAR) is growing in
popularity both at the commercial and enterprise levels. As MAR utilizes various forms of data
inputs such as an IP-camera, gyroscopes, microphones, GPS/GIS systems, accelerometers, and
sold-state compasses [40] – the ability to process this data effectively varies greatly, based on the
network environment. As seen with virtual redlining and OMNI-enabled AR devices,
information is processed locally or via remote database. Information outputs are normally
presented on a third-party screen (such as a smartphone/tablet) or via custom built device as seen
with MAR equipment involved with virtual redlining. The virtual elements are normally overlaid
onto a physical environment [35].
As in most real-time applications, the AR offloading (virtualization) is constrained by
bandwidth and latency capabilities, coupled with the requirements to present data accurately for
human processing. The human eye transmits 6-10 Mb/s of data to the brain. In this case, the
human eye is only considered an available, small region of the retina – about two degrees in
visual field. Since there is no way to accurately isolate this area of the human eye in the
transmission of visual information, we can assume that minimal bandwidth of 10Mb/s for a

34
video feed is enough information to perform advanced AR operations. Low latencies are also
incredibly important with both AR and VR applications. Ideally, latency is only around 7ms to
help avoid phenomena such as motion sickness. Unfortunately, current network capabilities
make it difficult to achieve such a low latency. However, latency in transmissions can be hidden
behind mechanisms such as motion prediction, which enables the local server to predict user
inputs before they actually occur. Thus, the maximal tolerable roundtrip latency of 75ms can be
accepted in MAR applications [7].
As previously stated, current network capabilities and protocols have made it difficult to
produce effective MAR applications. As the AR and VR industry are increasing, the network
access is slightly behind. Currently, 3G, 4G and WiFi can work within the requirements of
bandwidth and latency of MAR. WiFi can lead to increases in speed and drops in latency, but it
suffers from throughput degradation from access point distance.
For network engineers, the data required to perform tasks may not be as taxing to the
network as more visual professions such as manufacturing or healthcare. However, the current
network protocols do not enable MAR applications to perform at their best. Most infrastructure
present bandwidth and latencies that are below the minimal requirements of MAR to function
properly. In the future, 5G may provide a major temporary improvement to the networking
protocols for MAR applications. MAR that used a web-based augmented reality platform (Web
AR), which is the majority of applications, will experience higher bandwidth (0.1∼1 Gb/s) and
lower network delay (1∼10 ms) on 5G networks [41]. These technologies lay the groundwork
for greater implementation of AR across different industries. 5G networks also support the use of
stronger D2D (device-to-device) technology in short-distance communication, opening the door
for more powerful systems in DCIM and virtual redlining based on the design of signal
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propagation. However, 5G may not be commercially implemented before the early 2020s [42]
and the augmented reality market is still growing in markets such as healthcare, manufacturing
and entertainment.
Since MAR technologies present various types of data, low latency and fault tolerant
information can be privileged to “retransmission.” When congestion occurs in an AR
environment, it is not possible to reduce the congestion window to send less data (contrary to
TCP). This suggests that AR applications should be able to properly function on degraded
performance, even if connectivity is unavailable. This degraded, uninterrupted sampling is an
example of Quality of Service (QoS), which takes into consideration the different types of
information and transmits it in various ways based on implemented protocols. These different
forms of transmissions could be multipath to minimize latency, device-to-device using LTEdirect, device-to-device via WiFi networks, or device-to-device using WiFi
direct (Figure 15) [7].

Figure 15 – T. Braud, F. Hassani Bijarbooneh, D. Chatzopoulos, and P. Hui., “Future Networking Challenges: The Case of
Mobile Augmented Reality.,” 2017 IEEE 37th International Conference on Distributed Computing Systems., April 2017.,
Accessed: October 2019.
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Some researchers such as Jeff Burke from the Center for Research in Engineering, Media
and Performance at UCLA [43], Edmund Yeh of Northeastern University [44], and the
Consortium for Named Data Networking [45] are suggesting that an entirely new transport
protocol for MAR (and similar) technologies may relieve some of its constraints as 5G is still in
development and delivery stages. Designing an entirely different transport protocol specifically
oriented toward MAR technology presents a massive challenge, but by rethinking the
architecture of offloading data to systems, classful traffic and congestion control may be
achieved.
Utilizing Named Data Networking Instead of TCP/IP for AR
The Internet was originally designed as a communication network, allowing only for
communication endpoints within packets of information. This solved the problem that it was
designed for, carrying point-to-point conversations between two entities, as solution to
telephony’s problems. Recently, the explosion of e-commerce systems, social networking and
smartphone applications has transformed the Internet as we know it today into a “distribution
network” [45].
Named Data Networking (NDN) is a proposed “future of Internet architecture in which
the network forwards intrinsically secure data packets directly based on application-defined
names” [43]. The most important distinction between TCP/IP and NDN is that IP is “host
centric” while NDN is “data centric” with a focus on information dissemination (Figure 16). In
TCP/IP, packets are sent to specific destinations. Using NDN, “interest packets” fetch “data
packets” and send “content chunks”
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By following a data-centric delivery model and uniquely naming every single chunk of
data, NDN removes all the middleware that is associated in determining where data should be
sent.

Figure 16 – “Named Data Networking: Executive Summary.,” Named Data Networking., Accessed: November 2019., [Online]
Available: https://named-data.net/project/execsummary/

When an NDN node receives an IP it can fulfill, it creates a “Data Packet” containing the
requested information and is transmitted by the corresponding IP or via multicast. On the reverse
path, data nodes cache data for using the future, which is fundamentally different than TCP/IP
[44].
With NDN, an augmented reality browser can be imagined. Instead of a fixed webpage
(such as Chrome, Safari or Firefox) an AR browser takes the live view from the camera of the
MAR device and overlays content on said environment in forms of “pages or tabs.” This means,
that NDN allows for augmented reality applications to be running multiple experiences in the
background (tabs) rather than just one single functionality. An augmented reality browser opens
the door for external content rendezvous such as location-based search engines which transmit
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data based on QR or NFC tag in the environment. This is great for storytelling and content
creators, but also effective in the aforementioned DCIM responsibilities of scanning and
searching for data center functionality problems. An AR browser via NDN also allows for
namespace designs, associated metadata and certificates or content keys [43].
Conclusion
This history of virtual and augmented reality technologies is extensive and unique but
have laid the groundwork for much experimentation and implementation for the future.
Enhancements in wireless networking with the opportunities of 5G would allow for improved
speeds and content dissemination while alternatives to TCP/IP offer developers an entirely new
way of thinking about the use of MAR and applications. Virtual reality is also growing in
healthcare and manufacturing industries as the examples provided are just a few of the
possibilities for the industry as a whole. As professionals about to enter different parts of the
networking technology industry, we conjecture that the implementation of VR and AR as a
training tool or augmentation for DCIM is exciting, and promotes the exploration of creating
even more secure and efficient networks (including wireless) across the world. Considering the
technology that sparked the VR and AR industry we also agree that the future of these systems
continue to be reviewed and explored as it will generate new opportunities for many different
industries, including our own.
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